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Introduction to Sector:

Various companies: Adata, Western Digital, Samsung, Crucial, ...
Market value in the tens of billions annually, with continuous growth.
Diverse user base from individuals to large corporations and governments.

Handles exabytes to zettabytes of data, constantly expanding with digital content
growth.

Industry Products:

e Hardware: SSDs, HDDs, etc... S ’\ IVI s u N G
e Software: Cloud Storage Services

e Different solutions for different needs



ndividually
Collect

Issues at Hand:

e Silent Error/Failure Detection at Kernel Level A : e
e Limited long-term performance monitoring nalysis
e Everyone needs to be an expert

Workflow Inefficiencies:

e Manual Testing Process
e No Data Analysis Automation

e Individual Device Testing The Pmblem




Silent Errors

Performance Metrics:

Biolatency
Biopattern

Block RQ Complete
Bioerror

Block RQ Error

WD_BLACK™ SN772 NVMe™ SSD

www.wdc.com

WD Bl

Western Digital.



The Black Box

WD Blue

SATA SSD

SOLID STATE DRIVE

WD Green’

SATA SSD
]

SOLID STATE DRIVE

‘WD Green
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filelife fileslower statsnoop  python* ruby* memleak
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= i udpconnect xenhyper —»
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Opening the Black Box

WD Blue

SATA SSD

TATE DRIVE

WD Green’

SATA SSD
]

SOLID STATE DRIVE.

write() read()
Syscall

eBPF

v

|
File Descriptor
VFS _ esPF

| 4

HenPF

btrfsdist
btrfsslower
extddist extdslower

zfsslower zfsdist
overlayfs
mdflush

biotop biosnoop
biolatency
i ze

seeksize
biopattern
biostacks
biocerr
iosched
blkthrot

Volume Manage/ P
Z Block oevice/ / Net Device
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tepnagle tepre
udpconnect
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Solution Overview

Comprehensive Data Analytics Dashboard:

e Takes user inputs on what to scan, how long,
logging, etc.

e Automates data collection and data storage

e Handles data analysis to be displayed on
visual dashboard

@usecs[1508, 1lvmpipe-1]:

[256, 512
Raw Data i,
[2K, 4K

@usecs[50, kworker/u10:2]:
[256, 512
[512, 1K

Latency

Speed Frequency

Cleaned and
Uploaded Data



Requirements Review

e Show kernel level operations to the end user through a visual dashboard.
e Store all previous kernel data for future analysis.

e Automate kernel level data collection.




Architecture Review

-
Data Collection Data Sanitization MySQL Data Query Visual Dashboard




Implementation Review

Transmits input data to adjust
Trace Program based on selection

Uploads data
to DB

Data from Trace run through
Sanitizer and Formatter

Flask Server

Sends Data to Visualization




Protatype Review



Initialization of Services

Starting Flask Server and Svelte App

> svelte-app@l.0.0 dev
> rollup -c -w

LiveReload enabled

> svelte-app@l.0.0 start
> sirv public --no-clear --dev

Your application is ready~! #

- Local: http://localhost:8080
Svelte app running at: http://localhost:8080

Flask server ready at http://127.0.0.1:5000/

Flask Server and Svelte App successfully started!



User Input Collection

Configuration Input

Process Time (in seconds):
((This time will determine how long each test runs))

Given user input

Operations (comma-space separated):

((Allowed operations: block, bio, device_drivers)) d IS p | ayed | n
((Check this option to display program execution in terminal)) te rm | n a |
- Verbose

((Check this option to log terminal output into a log file))
Log

((Check this option to run all test simultaneously. (!!'NOT WORKING YET!!!)))
Ops

((Check this option to merge all output csv files into one))
Merge Output

Submit
Upload JSON |

llecting user inputs




Master Data Collection

Beginning master data collection

NAME SIZE MODEL

zram@ 15736

nvmeOnl 953.9G PC SN740 NVMe WD 1TB
nvmeOnlpl 1022M

nvmeOnlp2 4G .
nvmeOn1p3 944.96G Block Devices

Lcryptdata  944.9G connected to PC
L-data-root 944.8G

nvmeOnlp4 4G
Lcryptswap

Select block device fetch data of: nvmeOnl

Block Device Data Found

. PC SN740

NVMe WD 1TB
Serial Number: 231708805892

Data inserted successfully!
Master data collection complete




Starting Trace

Recording

results

Finished running:

Recording

results

Finished running:

Recording
Completed

Recording
Completed

Recording
Completed

results

running:

results

running:

results

running:

Transactional Data Collection

of: ../bt_files/block_rg_complete.bt to ../output/block_rq_complete_run.csv
../bt_files/block_rq_complete.bt after desired: 10

of: ../bt_files/block_rg_error.bt to ../output/block_rq_error_run.csv
../bt_files/block_rq_error.bt after desired: 10

of: ../bt_files/biolatency.bt to ../output/biolatency_run.txt
../bt_files/biolatency.bt after the desired: 10

of: ../bt_files/biloerr.bt to ../output/bioerr_run.txt
../bt_files/bioerr.bt after the desired: 10

of: ../bt_files/bilopattern.bt to ../output/bilopattern_run.txt
../bt_files/bilopattern.bt after the desired: 10

Locating all output files in output directory

Finished Trace




Data Sanitization/Formatting

Begun Sanitizing Files

Sanatizing File: biopattern_run.txt
Attempting to remove past file version
Successfully removed the past file version
DONE Sanatizing File: biopattern_run.txt

Sanatizing File: biolatency_run.txt

Data has been written to ../output/biolatency_run.csv
Attempting to remove past file version

Successfully removed the past file version

DONE Sanatizing File: biolatency_run.txt

Sanatizing File: block_rq_complete_run.csv
DONE Sanatizing File: block_rq_complete_run.csv

Sanatizing File: bioerr_run.txt

Attempting to remove past file version
Successfully removed the past file version
DONE Sanatizing File: bioerr_run.txt

Sanatizing File: block_rqg_error_run.csv
DONE Sanatizing File: block_rq_error_run.csv

Finished Sanitizing Files

@usecs[29, ksoftirqd/2]:
4, 8 5 le
8, 16 6 |e
[16, 32 14 |eeee
[32, 64 15 |eee@

[64, 128 177 |

[128, 256 130 |
[256, 512 41 | ceeepeceeese
[512, 1K 53 |eeeeeeeaneeesee
[1K, 2K 28

[2K, 4K 52

[4K, 8K 20

[8K, 16K 6

[16K, 32K 3

@usecs[35, ksoftirqd/3]:
4, 8

[128, 256
[256, 512
[512, 1K
[1K, 2K
[2K, 4K
[4K, 8K
[8K, 16K
[16K, 32K

@usecs[41, ksoftirqd/41:
4, 8

(8, 16

[16, 32

[32, 64

[64, 128

[128, 256
[256, 512 7 | eeeeeereeeeereeeeceeeeeeeneee
|

[512, 1K

[1K, 2K |
[2K, 4K | 2EEREERREE0ER0PA0RAEERRERREREE

[4K, 8K [leceeceeeeeceeeceeeaceed
[8K, 16K | paseace

[16K, 32K
[32K, 64K |

@usecs[@, swapper/4]:
256, 512 | paEEEREREEREREEEEAEEAREEREAREREEE

[512, 1K
[1K, 2K | eeeeeceececee
[2K, 4K | coeeacees

[4K, 8K leee

[8K, 16K le

[16K, 32K 31

[32K, 64K 2|

usecs, 3220, BgL0INC~POOL #1,"LL 256", '512', L), L'512', ‘1K', 1))
usecs,3226,Backgro~Pool #2,"[['8K', '16K’, 2]]"
usecs,3224,bpftrace,"[['4K", '8K', 2]]"
usecs,3564,StreanTrans #13,"[['2K', '4K', 2]1"
usecs,3226,0NS Resolver #1,"[['256', ‘512, 1], ['512°, '1K', 1]]"
usecs,3183,Xwayland,"[['4K', '8K', 1], ['8K', '16K', 117"
usecs,3226,BgI0Thr~Pool #2,"[['256', '512', 2], ['512, '1K', @], ['1K', "2K*
usecs,2024,gjs,"[['512°, '1K', 2], ['1K', "K', @], ['2K’, '4K’, 0], ['4K’,
usecs,3226,StreanTrans #15,"[['256', '512', 1], ['512', '1K’, 1], ['IK', '2K*
usecs,3226,QuotaManager 10,"[['256', '512°, 1], ['512', '1K‘, @], ['1K', '2K*
usecs,3226,sqldb:p~lite #1,"[['2K', '4K’, 1], ['4K’, '8K', 1], ['8K', '16K’,
usecs,3410,Socket Process,”[['512", ‘1K', 2], ['1K', "2k, 1]]"
usecs,3226,RemotelzyStream,"[['256', '512°, 1], ['512°, '1K', 3]]"
usecs,3226,glean. init,"[[*256", '512', 3], ['512°, '1K', 1]]"
usecs,3226, TaskCon~1ler #2,"[['512', 'IK‘, 11, ['1K’, '2K', 3]]"
usecs,3226,1PC Launch,"[['256', '512', 1], ['512%, '1K', 2], ['1K’, "2K*, 1]]"
usecs,3226, TaskCon~11er #4,"[['512', ‘1K', 411"
usecs, 3564, WebExtensions, "[['512°, 1K', 3], ['1K’, '2K’, 2]1"
usecs,3226,SSL Cert #2,"[['256', '512°, 1], ['512°, '1K‘, 1], ['1K’,
usecs,3226,StreanTrans #3,"[['256, '512°, 2], ['512', 'IK’, 3]1"
usecs,3226,StreamTrans #11,"[['512", '1K’, 2], ['1K*, '2K*, 31]"
usecs,1508,pool-gnome-shel,"[['512', ‘1K', 41, ['1K', '2K', 2]]"
usecs,3226,TPDL Background,"[['256', '512', 1], ['512°, '1K‘, 1], ['1K', '2K', 11, ['2K’, '4&K’, @], ['4K’, '8K', 3]]
usecs,182,3bd2/sda3-8,"[['128", 256", 1], ['256°, '512°, 2], ['512', 1K', 11, ['1K’, '2K’, @], ['2K', '4K’, 2]1"
usecs,3226,55L Cert #1,"[['256', '512', 1], ['512', '1K', 711"
usecs,3226,Backgro~Pool #1,"[['256', '512', 3], ['512, ‘1K', 6], ['1K', '2K', @], ['2K’, '&’, 1]]"
usecs,3226, [pango] FcInit,"[['512', '1K', 1], ['1K’, '2K', 2], ['2K', '4K’, 61, ['4K’, '8K’, 211"
usecs, 778, kworker/4:2H,"[[ 512", '1K', 8], ['1K', '2K’, 1], ['2K’, '4K’, 1], ['4K’, '8K', 1]]"
usecs,3434,Privileged Cont,"[['256', '512', 1], ['512', '1K', 3], ['1K', '2K', 4], ['2K', '4K', 2], ['4K', '8K', 1]]
usecs,348, kworker/u10:8,"[['256', '512°, 2], ['512', ‘1K', 7], ['1K', '2K', 3], ['2K’, '4K’, 111"
usecs,3226,Renderer, "[['256°, '512', 61, ['512', '1K', 8], ['1K', *2K', 11, ['2K', &K', 111"
usecs,3226, IndexedDB #1,"[['256, '512', 11, ['512", '1K', 8], ['1K', '2K', 3], ['2K’, '4K’, 6], ['4K', '&", @], [’
usecs, 79, kworker/ul10:4,"[['128", *256', 1], ['256', '512, 8], ['512°, ‘1K', 12], ['1K‘', "2K’, 3], ['2K’, '4K’, 1]]"]
usecs,3226,Cache2 1/0,"[['256', '512°, 4], ['512, '1K', 13], ['1K', '2K', 6], ['2K’, '4K‘, @], ['4K‘, ‘&K', 11, ['§
usecs, 10, kworker/u10:0,"[['256", '512', 9], ['512', 'IK’, 11], ['1K', '2K’, 41, ['2K’, '4K’, 4], ['4K’,
usecs,3226,Socket Thread,"[['256', '512', 1], ['512', 1K', 16], ['1K', '2K', 51, ['2K', '4K’, 11, ['&K', *
usecs, 1508, 11vapipe-2,”[['256", '512°, 4], ['512°, '1K', 24], ['1K', '2K', 3], ['2K’, '4K’, 3], ['4K', '8K',
usecs,1508,11vmpipe-3,”[['128", '256', 1], ['256", '512°, 16], ['512°, '1K', 22], ['1K’, "2K*, 4]]"
usecs, 1508, 11vapipe-4,"[['128", '256', ['256', '512°, 19], ['512°, '1K’, 141, ['1K', '2K’, 4], ['2K’, '4K’,
usecs,3226,URL Classifier,”[['256, '512', 16], ['512', '1K', 16], ['1K', *2K', 12], ['2K’, '4K’, 3], ['4K’, *
usecs,3226,D0M Worker,”[['256°, '512', 41, ['512', '1K', 35], ['1K', '2K', 5], ['2K', '4K', 4], ['4K’, '8K',
usecs, 1508, 11vapipe-1,"[['256', '512°, 171, ['512', 'IK', 341, ['1K', '2K', 51, ['2K’, '4K’, 211"
usecs,50, kworker/u10:2,"[[ ‘256", '512', 16], ['512', '1K', 18], ['1K’, '2K', 10], ['2K', '4K', 11], ['4K’,
usecs, 1508, 11vapipe-0,”[['256', '512*, 24], ['512', 'IK’, 411, ['1K', '2K’, 511"
usecs,3347,glxtest,"[['256", '512°, 32], ['512', '1K’, 551, ['1K’, '2K’, 20], oAk AT T, ekt i
usecs,3226,Classif~date #1,"[['256', '512', 22], ['512', 1K', 59], ['1K', '2K‘, 26], ['2K’, '4K’, 6], ['4K',
usecs, 1508, gnome-shell,"[[ 256", '512°, 321, ['512', '1K', 111], ['1K', "2K', 37], ['2K', '4K', 8], ['4&K", *
usecs,3226, Firefox,"[['256", '512°, 1411, ['512', 1K', 160], ['1K', '2K', 501, ['2K', '4K’, 21], ['4K’,
usecs,15,ksoftirqd/@,"[['@", '0°, '1'], ['1', '1', '@'], ['2', '4', 1], ['4', '8, 111, ['8', '16', 18], ['16’, *
usecs,23,ksoftirqd/1,"[['2", '4*, 11, ['4', '8, 22], ['8', '16°, 13], ['16', '32°, 33], ['32’, '64', 19], ['64", ']
usecs,29,ksoftirqd/2,"[['4", '8, 51, ['8', '16', 6], ['16’, '32', 14], ['32', '64', 15], ['64", '128", 1771, ['128"
usecs,35,ksoftirqd/3,"[['4", '8, 23], ['8', '16°, 19], ['16', 32, 13], ['32', '64°, 11], ['64’, '128', 144], ['1)]
usecs,41,ksoftirqd/4,"[['4", '8', 71, ['8', '16', 121, ['16', '32', 211, ['32', '64', 81, ['64°, '128", 1281, ['128’
usecs,®,swapper/4,"[['256°, '512', 586], ['512', 1K', 995], ['1K', '2K', 2611, ['2K’, '4K’, 171], ['4K’, '3K', 64],

‘2K, 311"




Data Upload to Database

Uploading: biopattern_run.csv to the DB
Data from CSV '../output/biopattern_run.csv' uploaded to table 'biopattern_run' successfully.

Starting File Upload

Uploading: block_rqg_complete_run.csv to the DB
Data from CSV '../output/block_rq_complete_run.csv' uploaded to table 'block_rq_complete_run' successfully.

Uploading: biolatency run.csv to the DB
Data from CSV '../output/biolatency_run.csv' uploaded to table 'biolatency_run' successfully.

Uploading: block_rqg_error_run.csv to the DB
Data from CSV '../output/block_rq_error_run.csv' uploaded to table 'block_rg_error_run' successfully.

Finished File Upload

B biolatency_run
<> identifier equals

identifier - action_id process process_speeds ©Ov serial_number
usecs 0 swapper/9 [["128"256"3],["256",'512",2]] 231708805892
usecs firefox-bin [["64""128",3]["128""256" 2] ["256",'512",0] ['512","1K",37],["1K""2K",10]] 231708805892
usecs InputThread [["'512""1K",5]] 231708805892
usecs swapper/1 [['512""1K"3]] 231708805892
usecs swapper/10 [["4"y8"1]['8" 16" 2]["16"'32" 4] ['32"'64",11] ['64","128",19]["128" 256" 44]['256",'512",2] ['512""1K",26],['1K","2K",94] ['2K",'4... 231708805892
usecs swapper/1 [["128"256",42],["256"'512",18],['512""1K",48] ["1K""2K", 74] ['2K","4K",11]] 231708805892
usecs swapper/2 ["128"256",1],['256"'512",42] ['512""1K"1]] 231708805892

usecs kworker/u40:1 [["'512"1K",33]] 231708805892




Dashhoard/Visualization

SSD Performance Dashboards

(" N/
SSD Test Results

Select an SSD to view test results

PC SN740 NVMe WD 1TB - 231708805892 ~

Bio-Latency
Bio-Pattern
Block-RQ-Complete

Block-RQ-Error




Biopattern
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Silent Failure [dentification

@usecs[41,
[4, 8

[8, 16
[16, 32
[32, 64
[64, 128
[128, 256
[256, 512

[512, 1K
[1K, 2K
[2K, 4K
[4K, 8K
[8K, 16K
[16K, 32K
[32K, 64K

ksoftirqd/4]:
7
12
21
8
128
121
77
134
91
83

le@

| eaee

feceeeees

leae
feceesceeacaageceaaceaseeacaesageeasdacacoaaceaces
| EREERRERRRRORRRERRRRAREAREAREARERRCARRRARRREER

| eREEAREERR EEERERRREARERRE

| REEeEEE0RE0REARA0RE AEEAREAREARERAREARROREOREARERARER
| CABEAREAARARRARRRRRIAREAREAREAREARE

| CAREARERARAORARRARAREAREARRAREARE

| CABEARERAREORAREARARIRRER

| eaeeaee

Nominal Data

Client Interest for Silent
Failure?

Need more collections to understand



Challenges/Resolution

Challenges

e NVME Latency - Unable to work on
system
e Visualization - Low documentation and
compatibility for previous dashboard

(Open search and Prometheus)

Resolution

NVME Latency - Most recent Ubuntu
version removed tracepoints entirely.
Use current NVME Latency file on
deprecated Version of Ubuntu with
tracepoints existing
Visualization - Research completed and
will remain on flask, svelte and D3



Schedule

APRIL 2024

MARCH 2024

FEBRUARY 2024

JANUARY 2024

Aczigned

B

1234589011
IMTWTEMTWIF

5ETBVRBUBN

NTWIF

MTWTF

Project Task Tracker
+ Data Collection
All BT files working
Follow Testing List for S...

¥ Data Sanitizer/Formatter

General Sanitizer

Bio_Latency Formatter

Bio_Pattern Formatter

Follow Testing List for S...

¥ Data Organization and Tra...

Finish Transactional Dat...
Create prompts to modif...

Follow Testing List for S...

¥ Data Analysis and Display

Have Visualization Dash...
Follow Testing List for S...




Testing Plan

Current: Current:

Plan:
Trace.py System Pipeline Survey
Sanitizer.py Repeated Collections Ticket submission

Formatter.py

\/

Refined Product



Future Work

e Dockerize the program
e |Implement cloud storage to gather information from multiple sources

e C(Create a prediction program to predict silent failures ahead of time



Conclusion

Problem:

e Silent Failures, bad for companies who rely on
SSD's in their infrastructure.

e  For SSD Manufacturers:
o  Long data collection process.
o Money Loss due to time usage and manual
actions.

Value: Reduced expenses in man hours and avoiding
recalls/refunds from broken devices

Outcomes: Old and new client were happy
with the product

Solution:

Make R&D Process more efficient.
System observability, insights, and
analytics platform.




THANK YOU

Old Client New Client Mentor

Rajpal Singh Igor Steinmacher Saisri Muttineni




QUESTIONS?



OR Codes

Our Website Walkthrough



